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The Essentials of ICS Engineering – Core Content and Approach 
 
Integrated Course (3 Days Class Session + 1 Day Workshop) 
Total 3 days for class session + 1 day for workshop session that include the essentials 
of process and instrumentation engineering, communication framework, 
fundamental of control system engineering, and detailed Industrial Control System 
environment (DCS, SIS, SCADA, PLC, DMC, and Flow Computer).  
 
Workshop using FedPlant testbed to explore the SCADA engineering in more detail 
exposure, from understanding the process and instrumentation control aspect, 
designing the HMI, I/O assignment (hardware and software), tag mapping, testing and 
commissioning simulation, and operations and maintenance simulation. The 
programming language that being used is using Function Block Diagram (FBD) as one 
of the approved lists of ICS programming language refer to IEC 61311-3 standard.  
 

• 3 Days Class Session, these 3 days class session will include body of knowledge of 
ICS Engineering including the case studies. Following are some of the material 
contents as the scope of this session: 
 
A. Fundamental of Process Instrumentation and Communication Framework  
• Process Instrumentation 
• Communication Framework 
• Case Study: Determining the Process Instrumentation 
 
B. Industrial Control System Environment 
• Fundamental of Control System Engineering  
• Distributed Control System (DCS) 
• Safety Instrumented System (SIS) 
• Supervisory Control and Data Acquisition (SCADA) 
• Programmable Logic Controller (PLC) 
• Flow Computer 

• Dynamic Matrix Control (DMC) 
• Case Study – System Best Practice 
• Game Session – Safety Design and Engineering 

 
C. ICS Design, Programming, and Engineering 
• Fundamental of ICS Programming  
• Understanding the Process, Reflecting to HMI 
• Workshop Preparation 
 

• 1 Day Workshop Session to cover SCADA Engineering with PLC as its main 
controller with the following coverage: 
▪ Designing proper HMI based on FedPlant process  
▪ Instrumentation installation 
▪ SCADA and PLC integration (hardware and software) 
▪ FedPlant ICS Engineering Grand Workshop 
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o FedPlant testbed (custom PLC using Raspberry Pi and Arduino families with 
3D printed and bricks structure of process miniature simulated)  

o Emulated environment using virtualization combined with the FedPlant 
testbed 

 
▪ FedPlant ICS Engineering and Cyber Security Testbed 
FedPlant as the ICS Testbed to be used across the course learning process to help 
participants understand the ICS in its engineering aspect, design, function, operations, 
and maintenance.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

FedPlant - Your ICS Engineering and Cyber Security Testbed 
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